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File Pay Refunds

Home / Letus helpyou

Credits & Deductions Forms & Instructions

Let us help you

Interactive Tax Assistant

Report phishing

Tax scams

Identity theft

Notices and letters

Appeals

Frequently asked questions

Accessibility

Contact your local IRS office

Contact an international IRS
office

Tax topics

Other languages

English | Espafiol | S ([ith) | 32 (£28) | #1201 | Pycowi | Tigng Vit

We can help you online, by phone or in person.

Online tools and resources

You can get help online with self-service options.

® Check refund status

#) Correct or amend a return

# Payments and penalties

# Letter from the IRS

# Identity theft, fraud and scams

@ File a tax return

(#) Get a tax transcript

#) Business topics

Help

News | English v | Tax Pros | ignin

Tools

* Individual taxpayer
identification number (ITIN)

Eree File your return

Change your address

Get an identity protection
PIN {IP PIN})
View your account

information

Earned Income Tax Credit
Assistant

Other topics

Unemployment benefits

Deceased taxpayer

Bankruptcy

Disaster relief

Injured spouse claims
Affordable Care Act [ACA)
Retirement and IRA

Eree help from volunteers




F///I@ Background

Department of
Treasury

Bureau of the Fiscal
Service — manages
federal payments &

collections

IRS — administers and
enforces internal
revenue laws




W/ f@ Objectives

By the end of this seminar, participants will:

Learn the benefits of making electronic payments

Get an overview of the electronic payment options that are available
for paying federal tax liabilities

Understand what types of tax payments are required to be made
electronically

Understand the electronic payment modernization effort

Know the status of electronic payment modernization



‘M E-Pay Benefits
IRS

A

* Free — Most payment options are free

» Faster and more accurate than mailing a paper payment

= Convenient — Make your payment from anywhere you have
phone or internet access. Available 24/7/365

= Schedule payments up to 365 days in advance

= Payment Verification — Customer will receive a confirmation
number immediately after payment is submitted to verify
timeliness of payment

= Email Confirmation — Customer can also opt-in to receive email
confirmation of their payment



F// f@ Question 1

Do you currently make payments for
your clients?



F///f@ Question 2

If you do make payments for your
clients, do you make them
electronically?
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L1l IRS Online Account

M| Bank Account

P ay m e nt Ed| Credit/Debit Card
Options

Electronic Federal Tax Payment
System (EFTPS)

B

Vs Same-day Wire transfer

i}

Cash at a retail partner




E-Pay Options —
IRS IRS Account Products

Online account for individuals | Tax Pro Account |
Business Tax Account

* View posted, pending, scheduled, and cancelled payments
= Save bank account information

= Make a payment using your bank account

» Schedule payments up to 365 days in the future

= Make a payment on behalf of your individual client through
Tax Pro Account
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m E-Pay Options — IRS Account Products
IRS Online Account for Individuals

-/

Online account for individuals

@ IRS ROBIN GRAY

(% Logout

& rrofile | HelpEZ |

English v

Account Home Account Balance Payments - Records and Status « Notices and Letters’>  Forms Authorizations +

Account Home / Payment Activity

Payment Activity Payment Activity
= View pending, scheduled, processed,
cancelled and returned payments.
= View up to five years of payment
history.

A Pending and Scheduled Payments

To modify or cancel scheduled payments made outside of your online account, please visit the website used to submit that payment. View other

payment channels (3

Please note:
+ Pending payments are processing and cannot be canceled
+ Scheduled and pending payments are not yet reflected in your balance
+ Payments by card may take up to 1-2 days to appear in your payment activity

* Check or money order payments are not included in this section

Date 3 Tax Year 3 Type & Payment Method 3 Amount 3 EFT Number 3 Action 3

Nov 22,2024 2023 Payment Checking $150.00 BT71956855365256 Unable to cancel
payment @

Nov 30,2024 2024 Payment Checking $750.00 515043961922589 Edit Cancel

Dec 12,2024 2024 Payment Checking $250.00 702291759501243 Edit Cancel

Vv Processed Payments

“ Canceled Payments

“ Returned Payments

11



ﬁm E-Pay Options — IRS Account Products
IRS Tax Pro Account

B/

Tax Pro Account e e

Lo
s I JOHN DEER S erofie | @ Logowt

xpavers | Taxpayers Detalls

Elk, Billy How It Works

- TIN: 000000456 View payments made in the past
i’gm IRS OB CAF number: 0000-11111 five years.
Tax Pro Account Home Authorization Requests ~ To view details for this taxpayer, select a tab.

Elk, Billy

TIN: 000-00-0456

1t Home /

Taupayers Detalls

Limitatlons: You can only view taxpayer details for the tax matters, forms and periods under your authorization. Details outside your authorization aren't shown,

Payment Activity

Overview  Authorizations  Account Balance| Payment Options

CAF humber: 0000-11111 Payment Activity

To view details for this taxpayer, select a tab.

Limitatlons: You can only view taxpayer details for the tax matters, forms and periods under your authorization. Details outside your authorization a # Scheduled Payments

Account Balance
—~—

Overview  Authorizations Payment Activity ~ Payment Options Pending Payments

Account Balance Processed Payments

5
Total Amount Owed Details By Year {# Canceled Payments

52’000.00 Tax Year

Penalties and interest continue te accrue until tax is

Returned Payments

paid in full '
The information provided is based on our current Income Tax
data.
The numbers here may not reflect: Type YouOwe
+ Recentlyfiled or processing retrns Assessed Total $1,00000 Reminder
= Pending payments or adjustments | Tax Total $1,000.00 .

: neeme Tax Tota * Only details for the tax matters, forms
« Information on your business account J
« Instaliment agreament fees ® 2017 $1,000.00 and periods under the tax professional’s
Frequently Askes Questions About Batances &4 authorization are shown.

Total Amount Owed $2,000.00
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m E-Pay Options — IRS Account Products

Business Tax Accounts

B/

Business Tax Account

View and pay our tax balance or make a
Federal Tax Deposit

View your payment history for recent
transactions

Request a tax compliance check

file with the IRS

View the business name and address on

View and download select digital notices
or transcripts for payroll, income and

excise tax returns

13



F// f@ E-Pay Options - EFW

Electronic Funds

Withdrawal (EF

* Available when filing
electronically

» File now and pay later



E// @ E-Pay Options — Direct Pay

" IRS Direct Pay

= Secure online guest payment
channel for individuals and
businesses to make federal tax
payments directly from your
checking or savings account

" Individuals can make payments
for Form 1040 series, estimated
taxes, extensions, or other
associated forms



F///IRS E-Pay Options — Direct Pay (cont.)

Businesses can make 6 types of
payments on 11 different business
forms

= Forms include 720, 940, 941, 943, 945,
990PF, 990T, 1042, 1065, 1120, and civil
penalty

= Types of payments include balance due,
estimated tax, extensions, federal tax
deposits, amended returns, and
advanced payment on tax deficiency

16



E/// ?@ E-Pay Options - EFTPS

Electronic Federal Tax Payment
System (EFTPS) Online

a [ ©

SECURE CONVENIENT ACCURATE

17



F///@ E-Pay Options — EFTPS (cont.)

Batch Provider Software
= Make multiple federal tax payments for your clients

= Use client’s banking information or provider’s master
account to fund payments

= Clients can view payment history on EFTPS

Individuals will not be able to enroll on EFTPS starting
September 30, 2025.

18



m E-Pay Options —

E/// irs Card Payment Providers

Debit or credit cards and digital
wallets

= Card providers charge a fee
based off the type of card you
are using and the amount of the
payment



The IRS uses third
party payment
processors for
payments by debit and
credit cards or digital
wallets.

You choose the
payment processor
that offers the best
fees for your card type
and payment amount

Pay1040

Paying by consumer or personal debit card?

$2.15

Paying by credit card?

1.75%

Minimum fee $2.50

Paying by commercial credit or debit card?

2.89%

Minimum fee $2.50

Paying with cash?

$1.50

Payment accepted

Debit/Credit card

Visa, Mastercard, Discover, American Express, STAR,

Pulse, NYCE, Accel, AFFN, Cirrus, Interlink, Jeanie,
Shazam, Maestro

Digital wallet
Click to Pay; PayPal

Pay with cash
VanillaDirect

ACI Payments, Inc.

Paying by consumer or personal debit card?

$2.10
Paying by credit card?

1.85%

Minimum fee $2.50

Paying by corporate credit or debit card?

2.95%

Minimum fee $2.50

Paying with cash?

$1.50

Payment accepted

Debit/Credit card

Visa, Mastercard, Discover, American Express, STAR,
Pulse, NYCE, Accel, AFFN, Cirrus, Interlink, Jeanie,
Shazam, Maestro

Digital wallet
PayPal, Click to Pay, Venmo

Pay with cash
VanillaDirect

20



F// f@ Additional Payment Options

= Same-Day Wire

* Financial institutions charge a fee for this service

= Cash at a retail partner

For more information on
payment options, visit
WWW.Iirs.gov/payments

21


http://www.irs.gov/payments

F// Y Question 3

Which electronic payment option(s) allow a tax
professional to make payments on behalf of
their clients?

A.IRS Direct Pay
B.IRS Tax Pro Account
C.Batch Provider Software

D.IRS Business Tax Account



F///f@ Answer 3

Which electronic payment option(s) allow a tax
professional to make payments on behalf of their
clients?

A. IRS Direct Pay
B. IRS Tax Pro Account
C. Batch Provider Software

D. IRS Business Tax Account

Both B & C allow Tax Pros to make payments for their
clients.



E /// Ry E-Pay Requirements

« Since January 1, 2011, Federal Tax Deposits
(FTDs) have been required to be paid
electronically. FTDs can be made through any IRS
electronic payment channel except for EFW and
credit cards.

« Executive Order — Modernizing Payments To
and From America’s Bank Account signed on
March 25, 2025, requires all payments made to the
Federal Government to be processed electronically
with limited exceptions where electronic payments
are not feasible.

24



m Current State &
IRS Drivers for Change

The IRS has been working to reduce paper tax
refund payments for several years. The Executive
Order is accelerating those efforts.

Historically for those taxpayers filing tax returns:

* 91.5% of individual taxpayers file with
banking/direct deposit information

* 4% of businesses receive a direct deposit

About 800,000 direct deposits are rejected by
financial institutions annually.

The IRS is focusing efforts to help taxpayers in
this filing population, as well as those who are
unbanked, to successfully submit banking
information.



A

m Transition Execution &
IRS Communication Framework

The IRS is:

Changing business tax return forms to include fields for
direct deposit information.

Communicating via press releases, FAQs, content on
IRS.gov and more to keep the public updated as we move
toward January 2026.

Leveraging the tax industry, software providers and tax
practitioners to amplify messages on what to expect.

Partnering with Bureau of Fiscal Service on new or
updated tools for the diverse demographics of IRS
customers.

Expanding refund options for IRS customers to include:
» Direct deposit to checking or savings accounts.
» Use of reloadable debit cards.

»Use of accounts associated with digital payments.



F// f@ Future State & Priorities

Key Changes Starting in January 2026:

Businesses and Individuals should provide direct
deposit information when tax returns are filed.

The IRS will send letters to individuals asking
them to update their banking information if they do
not provide it on their tax return, or if a direct
deposit has been rejected by their financial
institution.



f@ Future State & Priorities (Continued)

A

Key Changes Starting in January 2026:

If their banking information is missing when filing
electronically, the individual will receive an alert or message.
The tax return will still be accepted and processed.

* The taxpayer will receive a notice requesting banking
information or a reason it cannot be provided within 30
days. In addition, Where’s My Refund will provide
messaging associated with the need for banking
information. The taxpayer can use the Individual Online
Account to provide their information.

« A tax refund will be held for up to 6 weeks from when the
tax return is processed in our system. Once the taxpayer
provides the direct deposit information or exception, the
refund will be immediately released via direct deport or
paper check. After 6 weeks, the refund will be released as
a paper check, if there are no other issues with the tax
return.



P// f@ Future State & Priorities (Continued)

Key Changes Starting in January 2026:

 IRS will have a phone extension for taxpayers to
provide an exception, if Individual Online
Account is not an option.

« Customer Service Representatives cannot take
direct deposit information over the phone or in-
person.



@ Future State & Priorities (Continued)

A

There are multiple options for most individual taxpayers to receive
direct deposits. The IRS and Treasury will continually promote
resources for opening a free or low-cost account by visiting FDIC:
GetBanked and MyCreditUnion.gov for account options.

Many of the tax software companies and practitioners offer
reloadable debit cards. This may be an option for some taxpayers.

The Future Beyond 2026:

« Opportunities to have similar processes for those individuals
filing amended tax returns.

* Improve access and work around International refunds and
access to digital payments.

* Incorporate any learnings from 2026 to improve the experience
and expand direct deposit activities further in 2027.

« Possible updated guidance in the Summer of 2026. Stay tuned on
IRS.gov and published material.


https://www.fdic.gov/getbanked

m Communications & Liaison
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SSN/TIN/EIN
Name
Common
Tax Year
Errors
Tax Type

Banking information



Which electronic payment option is the
largest growing?

A.IRS Online Account
B.EFTPS Online

C.Batch Provider Software
D.Credit Card



Which electronic payment option is the largest
growing?

A.IRS Online Account
B.EFTPS Online

C.Batch Provider Software
D.Credit Card

IRS Online Account has the largest growth with
an increase of 37.19% from CY2023 to CY2024.



m E-Pay Modernization
._ IRS

= EFTPS - Indefinite Sustainability Model
= Cloud infrastructure
= Address technical debt

* Make Payments Easy Initiative

= Enable and expand payment capabilities
through online accounts

* Improve and expand guest payments (Direct
Pay)

= Provide options to pay through IRS employees

* |ntegrate digital wallets, credit card, and debit
card payments into online accounts

34



A
F// RS IRS.gov/payments

Bank account (Direct Pay)

Debit or credit card

Your online account

Business tax payment (EFTPS)

Payment plan

Tax debt help

Penalties

Interest

User fees

35



-/

Maintain records

« Save confirmation numbers
« Check bank statements and IRS account
« Save relevant documents

Payment processing and scheduling nuances

* Scheduled payments
 Processing time
* Modifying/Cancelling payments

m Payment Tips
IRS

 Troubleshoot
« document

International accounts

* International wire transfer
* Credit card
« EFTPS



F// m For updates and more information

www.irs.qgov/pavments



http://www.irs.gov/payments
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How to Avoid Processing

Delays and Streamline
Return Filing

This seminar will review some of the most common
issues that can slow down the processing of a return,

how to avoid them, and how to resolve processing
errors.



F///IRS Learning Objectives

* ldentify the most common filing errors from the most
recent filing season(s).

* Prevent these common filing errors when filing
returns on behalf of their clients.

« Advocate effectively for the prompt remediation of
common filing errors on behalf of clients.

« Understand certain challenging filing situations, such
as when a client needs to obtain an individual
taxpayer identification number (ITIN) or their return
has been flagged as possible identity theft.



m What Slows Down Return
Processing?

B/

The IRS processing timeline depends on several
factors:

* Filing method: electronically (e-file) or on
paper

« Type of return
* Errors or missing information

 Selected for examination

» Other factors that can all impact the overall
processing time.

40



m Submission Processing “Pipeline”
IRS  for Paper Returns

1040

o &) - o N&F| —— e B=f —

Open the mail Sort similar returns Deposit payments
into batches included with returns
- S
e 1w
l\ ==
—— O — © O Y
Visually inspect envelopes to Make notations Hand stamp and
ensure no contents remain, to correct or code schedule with
known as “candling” for data entry identifying number
i A
7~
L\‘ = 1040
—
- 0 [BE=] - S— Nl : == | ———
o = 24 <y ° 15k R
Manually transcribe data Send taxpayer Resolve errors that
into IRS computer system any notifications arise with the return
— ‘V/ll
/

.\>®§>%mv\%

Prepare the return Send the return to a
for archival storage Federal st-cords Center
for archival storage
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¥i) IRS Submission Processing
IRS Locations

Austin, Texas
Ogden, Utah °

Kansas City,
Missouri

42



A

RETURN/REFUND CATEGORY

Total returns received

Total returns processed

Total e-filing returns received (may not equal
subtotals due to rounding)

E-filing returns received from tax professionals
E-filing returns received from self-prepared
Web usage, IRS.gov visits

Total number of refunds

Total amount refunded

Average refund amount

Total number of direct deposit refunds

Total amount refunded with direct deposit

Average direct deposit refund amount

2024
141,363,000

138,356,000

135,724,000

72,201,000
63,523,000
591,742,000
91,359,000
$260.562 billion
$2,852
84,661,000
$249.308 billion

$2,945

m Communications & Liaison
IRS STAKEHOLDER LIAISON

2025
142,566,000

140,270,000

137,560,000

73,460,000
64,099,000
334,172,000_
90,216,000
$265.654 billion
$2,945
84,775,000
$256.272 billion

$3,023

% CHANGE
0.9

1.4

1.4

1.7

0.9

-1.3

3.2
0.1
2.8

2.7
43



F// f@ Best Practices for All Returns

44

E-file with direct deposit whenever possible
Verify SSNs and ITINs
Verify bank account and routing numbers

Include Form 1095-A, Health Insurance
Marketplace statement, if required

Report all income and use IRS Online
Account to verify available third-party
income reporting



Top Five Most Common E-Filing Rejects
IRS for Individual Taxpayers, Tax Year 2023

A

Rank | Reject Reason Taxpayers Impacted

Primary prior year PIN or primary prior year adjusted gross income amount does not
. 3,463,276
match the e-File database
2 Missing Form 8962, Premium Tax Credit, or written explanation 2,945119
3 Invalid primary taxpayer Identity Protection PIN 2,031,540
The primary Taxpayer Identification Number is the same as the Taxpayer Identification
: o : . 2,011,610
Number of a previously accepted electronic individual return filed for the same tax period
5  Primary name does not match e-File database 1172,304

45



Y
F// I@ The Beard Test

The IRS cannot assess tax after the assessment period
has expired.

A valid return must:
1. Provide sufficient data to calculate tax liability
2. Purport to be a return

3. Be an honest and reasonable attempt to satisfy the
tax law

4. Be signed by the taxpayer under penalties of perjury

46



F///f@ Taxpayer Protection Program (TPP)

Potential Identity Theft Letters:

47

Letter 5071C, Potential Identity Theft with Online
Option. This letter asks the taxpayer to use an online
tool to verify their identity and tell the IRS if they
filed that return.

Letter 4883C, Potential Identity Theft. This letter asks
the taxpayer to call the IRS to verify their identity and
tell the IRS if they filed that return.

Letter 5747C, Potential Identity Theft In Person
Appointment. This letter asks the taxpayer to verify
their identity in person at a local Taxpayer
Assistance Center if they filed a tax return.



Y) Addressing Identity Theft: What is
IRS an ldentity Protection PIN?

-/

An IP PIN is a unique six-digit number helps the IRS
verify your identity when you file your electronic or
paper tax return.

An IP PIN prevents someone else from filing a tax
return using your Social Security number (SSN) or
individual taxpayer identification number (ITIN).

NEW! An IP PIN allows e-filing a return with a

dependent claimed by another taxpayer in the same
year.

48
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A/ /L
We can all use a

little helper for our
tax security.

i Signh up
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o
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T
iz Y.
e ) %
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F// f@ How to Obtain an IP PIN

* Individual Online Account on IRS.gov (available to all
taxpayers provided they can complete the one-time

identity verification process to log in to Online
Account)

 Form 15227, Application for an Identity Protection
Personal Identification Number (available for
taxpayers with AGI below: $84,000 individual or
$168,000 married filing joint who have a valid SSN or
ITIN and access to a telephone)

* By appointment in-person at a Taxpayer Assistance
Center

50



Yil) Multiple E-filed Returns
IRS Claiming the Same Dependent

-/

Starting in 2025 for TY 2024 original returns
(Forms 1040, 1040-NR, and 1040-SS)

« Second return must use an ldentity Protection PIN (IP PIN)

* No e-file rejection for duplicate dependent. Including
duplicate dependents claimed on:

* Forms 2441, Child and Dependent Care Expenses;

* 1040 Schedule EIC, Earned Income Credit Qualifying
Child Information;

« 8863, Education Credits (American Opportunity and Lifetime
Learning Credits)

51



A

An Individual Taxpayer
|[dentification Number (ITIN) is a
nine-digit number issued by the
IRS to be used on a tax return

Can be for filing a return or to
be claimed as a dependent,
among other reasons

Form W-7, Application for IRS
Individual Taxpayer
Identification Number

Certifying Acceptance Agent,
Acceptance Agent

52

Taxpayers That Require an Individual
IRS Taxpayer ldentification Number (ITIN)

Other reasons why taxpayers
may need ITINs include:

 To avoid mandatory
withholding on some types of
U.S.-source income and on the
disposition of U.S. real property
Interests,

* To claim tax treaty benefits to
obtain reduced withholding
rates, and

« To meet the requirements of
third parties such as banks, who
request ITINs for information
reporting and withholding
purposes.



m « Common Filing Errors That Delay
IRS Processing

 Name mismatch

* Incorrectly claiming qualified surviving
spouse

* Missing Form 8958, Allocation of Tax
Amounts Between Certain Individuals in
Community Property States

* Incorrectly claiming the Clean Vehicle Credit

53



A

Marriage:

54

Can file jointly without
changing name with the
Social Security
Administration (SSA).

Name shown on Social
Security card should match
name on tax return.

Unless name changed with
SSA, use former name
instead of married name to
avoid delays.

f@ Name Changes and Corrections

W-2/1099 Name or SSN/ITIN
Mismatches:

Contact employer and
request corrected forms
reflecting name as it
appears on Social Security
card

Report all income on one
return, do not file multiple
returns



/e

55

e Can use MFJ
status in year of
death

 Eligible for QSS
for two years

following the year

of death

 Must have a
qualifying
dependent

Qualifying Surviving
Spouse(QSS) Filing Status

g@iﬁé
<5

E 1 040 Department

ot
U.Ss. |“di\;‘:‘sneas"“/—\mema\ Revenue Service
For the year fany l;:‘a‘nm::ome Tax Return
iy

Labe| Your first name or other tax year beginning

Se0 L d initia) Last name
gnsxruclions s

on page 16) E

use the RS L

abel. H :

Otherwise, E "ber and street). If you have a P.O. bo!
please print R

E OF POSt office SE———————————
or typ® vl ' office, state, ana 1P code, you hawvt
ontial

yjon Campaign » Chox

Filing Status

Gt Oy 3
are Hox
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Form 8958 — When Electing Married Filing
IRS Separate in Community Property States

/e

* Arizona  New Mexico
« California * Texas

* |daho * Washington
* Louisiana * Wisconsin

Nevada

56



Y3J) Claiming Clean Vehicle Credit on
IRS Form 8936

B/

 Credit up to $7,500 Modified adjusted gross
iIncome may not exceed:

 Available to

individuals and their « $300,000 Married Filing
businesses Jointly / Surviving
Spouse

 Must be for personal

use in the U.S. « $225,000 Heads of
Households

« $150,000 All others

57



m Filing an Amended Return
‘_ IRS

File if there are changes No need to file if:

to: * IRS corrects math

* Filing status error

 Income * IRS accepts the return

58

but requests missing

Deductions forms or schedules

Credits
Dependents

Tax liability



&bm When 1040-X Can Be Filed
Electronically

/e

Amend returns electronically with tax filing
software:

 Form 1040, 1040-SR, or 1040-NR

« Current or two prior tax years

Note: Even electronically filed amended

returns are generally processed manually by
the IRS

59



m What Are Some Reasons That an
Amended Return Cannot Be Filed
N IRS Electronically?

Amended returns must be filed by paper for the
following reasons:

1. Any amended Form 1040, 1040-SR, 1040-NR or 1040-
SS/PR returns older than the current or prior two tax
periods cannot be amended electronically. Amended

returns for those earlier tax years must be filed by
paper.

1. If amending a prior year return originally filed on
paper during the current processing year, then the
amended return must also be filed on paper.

60



¥7%) Form 1040 Amended Return Volumes,
TR Processina Years 2020-2025

g/

1,800,000

2,020,000 PROJECTED

140,000
2,180,000 [ 100 000
2,210,000

PY 2020 PY 2021 PY 2022 PY 2023 PY 2024 PY 2025

W Paper M Electronic
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Y7J) Best Practices for Submitting Paper
IRS Returns

B/

 Use USPS Certified mail, with a return
receipt or a designated private delivery
services:
https://www.irs.gov/filing/private-
delivery-services-pds

 Submit each tax year’s returnin a
separate envelope

 When mailing paper check, write in
memo field what the funds should be
applied to and what tax year



Yi)  Advocating for Clients: How TAS
IRS Can Help

The Taxpayer Advocate Service (TAS) is an independent
organization within the IRS. We are here to ensure that
every taxpayer is treated fairly and that they know and
understand their rights. TAS’s advocates can help if a
taxpayer has a tax problem that cannot be resolved
through normal IRS channels.

TAS can:
 Assist in determining the status of a claim
* Request the IRS review a determination at a higher level

TAS does not replace standard appeal rights.

63



« Subscribe to the NTA Blog

. http/s://www.taxpayeradvocate.irs.gov/taxnews-information/blogs-
nta

Annual Report to Congress

* https://www.taxpayeradvocate.irs.gov/reports/2024-annual-report-to-
congress/

Purple Book of Legislative Recommendations

* https://www.taxpayeradvocate.irs.gov/reports/2024-annual-report-to-
congress/national-taxpayer-advocate-2025-purple-book/

Call: 877-777-4778

File Form 911, Request for Taxpayer Advocate Service Assistance
(And Application for Taxpayer Assistance Order)

64



F// f‘@ TAS Social Media

www.TaxpayerAdvocate.irs.gov
www.youtube.com/tasnta
www.facebook.com/YourVoiceAtIRS
X.com/YourVoiceatIRS
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Tax Pros and Security 3.0

Real-life Threats and Steps to Protect
Your Business



A

m Seminar Objectives
IRS

By the end of this session, attendees will be able to:

|dentify real-life threats targeting tax professionals, including data
breaches, phishing, ransomware, and insider threats

Understand the IRS and Cls role in responding to tax-related cyber
threats through the Security Summit and Coalition Against Scams
& Schemes Threats

Recognize common entry points for attackers and weak spots in
tax practices

Apply practical steps to prevent, detect, and respond to security
iIncidents

Learn where to find the tools to build a written response plan in case
of data breach

Know where to report incidents and how to access IRS resources
and support
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F///f@ The Reality — Why This Matters

Tax Pros hold a treasure trove
of sensitive taxpayer data

Criminals know most firms are
under-resourced in
cybersecurity

Identity Theft and refund fraud
continue to rise

One breach can trigger
thousands of dollars of fraud
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IRS Security Summit — A Unified
Front Against Tax Fraud

Established in 2015 to combat identity theft and tax refund
fraud

Key Initiatives:

Protect Your .
Clients; Protect Nastgcl:jarli tTax Security Summit
Yourself y Alerts

Campaign Awareness Week
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IRS CASST - Combating Fraud
at Scale

» Collaborative effort between the IRS,
state tax agencies, and the tax
industry leaders to tackle emerging
scams and schemes that threaten
taxpayers and the tax system

Recent Coalition Efforts:

* Fuel Tax Credit Statement

Y CASST

S T e |Increased Review of “Other

SCHEMES THREATS

Withholding” Claims

* Increased “"Ghost Preparer” Education
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@ How Criminals Get In: Phishing &
IRS Social Engineering

0O

B/

SCAMS NEW “CLIENT® FRAUDSTERS SOCIAL
SCAMS POSINGAS  ENGINEERING
REPORTED TAX PRO
TO SOFTWARE
PHISHING@ COMPANIES

IRS.GOV

7


mailto:phishing@irs.gov
mailto:phishing@irs.gov

Y3) Emerging Threats and Common
IRS Schemes

-/

Phishing emails Malware/Ransomware
mimicking IRS or tax attacks on firm
software systems

Business email
compromise

Insider Threats
(disgruntled or
negligent employees)

Social media & dark
web harvesting

Unsecured
networks/Wi-Fi access
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Iﬁﬁ@ MALWARE VS RANSOMWARE

What'’s the Difference?

Malware ______________________|Ransomware

Malware is a broad term for any A type of malware that locks or encrypts

malicious software designed to harm  data, then demands payment (a ransom)

or exploit any device, system, or to restore access.

network

Can include viruses, trojans, spyware, Usually spreads through phishing

adware, keyloggers, and worms emails, infected attachments or
malicious links

Often used to steal data silently (e.g. Immediately disrupts operations

login credentials, SSNs, client files). locking access to critical files and
systems

May operate undetected for extended Typically displays a ransom note and a
periods. deadline to pay in cryptocurrency

Can be used for espionage, long-term May permanently encrypt data if the
fraud, or to open a backdoor for future  ransom is not paid — or even if it is.
attacks.
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y’ Financial Services Modernization
IRS Act of 1999 (Safeguards Rule)

A

Written Information Security Plan required for tax
professionals

New Requirements:

Risk Assessments to identify vulnerabilities
Encryption of all client data

Multi-Factor Authentication (MFA) for system access
Access Controls to limit data exposure

Periodic Evaluations of security programs

Designated Security Officer to oversee 4
compliance




m Real-Life Example — Phishing Email
RS Breach at Small Tax Office

-/

What Happened Next?

Within hours, cybercriminals accessed the firm’s tax
software

Over 40 client returns were altered and submitted
with fraudulent refund information

Refunds were directed to prepaid debit cards or
fraudulent bank accounts

Clients were locked out of their IRS accounts and
began receiving 5071C verification letters

Outcome:

The firm reported the breach to the IRS and
submitted all client TINs.

Clients faced months of processing delays

The firm had to replace their EFIN
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YIRS

Win the

race against
data theft with
the Security Six.

irs.gov/securitysummit

RS IRS Security Summit - Security Six

&8  Anti-Virus Software

Firewalls

Multi-Factor Authentication

Backup Software and
Services

Drive Encryption

Virtual Private Network (VPN)



E//?@ Are YOU a Victim of a Data Breach?

Unusual account Clients receiving Several client
activity or Clients receiving letters from the returns rejecting
unexpected phishing emails or IRS asking them to due to a return
password fraud alerts. authenticate their having already
changes. identity. been filed.

Alerts from -

Discovery of monitoring “ﬁ?,?e?etﬁﬂ?seﬂ'&d
unauthorized services or than you have

access to systems. cybersecurity f)illed

tools.




Yi) What should I do if
IRS I|am a Victim of a Data Breach?

B/

 Identify and Contain the Breach — Immediately isolate the affected systems to prevent further
damage

» Contact the right federal and state agencies. Such as:

* |IRS Stakeholder Liaison — search “Stakeholder Liaison” in the search box of www.irs.gov

» Local Federal Bureau of Investigation office
« Secret Service, if directed
» Local Police — to file a police report on the data breach

» Federation of Tax Administrators — Tax professionals can reach this special “report a data breach”
web page for victim reporting guidance to the states.

 State Attorneys General — Most states require that the state attorney general be notified of data
breaches

* Federal Trade Commission
 Inform clients about the breach and provide guidance on protective measures
» Check for suspicious IRS Activity
* Review and update security policies and procedures to prevent future breaches

« @onsider professional assistance from cybersecurity experts, insurance


http://www.irs.gov/
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A

Return .
. nce we agree client data is at risk,
Integ rlty & we will ask the tax pro to send us a

One of our experienced analysts will
contact the tax professional

= complete list of their clients
Compliance i
Ser\"ces We will use this data to monitor
(RlCS) incoming tax returns for fraudulent or
identity theft activity
Response

Once the tax pro has provided the
necessary data, they will qualify for
our practitioner relief programs.
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The Identity Protection PIN
(IP PIN)

* The identity protection PIN
(IP PIN) Program is an extra
layer of security.

* Why it Matters: Originally
created for identity theft
victims, now available to any
taxpayer

 How to Enroll:
IRS.gov/GetanIPPIN
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Don’t gift your data.
Use a VPN when

‘s shopping

online.

2]

IRS
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Creating a Written Information Security Plan
for your Tax & Accounting Practice

IRS Publication 5708
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m Tax Pros Stay Safe by having a
IRS WRITTEN INFORMATION SECURITY PLAN (WISP)

A

Keep your data Develop a WISP
away from thin ice.

' Create and maintain

Use IRS Secure Online Tools (Tax Pro Account)

#]’axS'ééurify Awareness Week

irs.gov/securitysummit Use Multi-Factor Authentication

Pub 5461-D Tax professionals Know what to do if you have a Data Breach
should review their security

protocols

Pub 5461-F Review account Pub 5708 Creating a WISP

details on secure portal

Nov 30 WISP Webinar
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Tax & Accounting Practice

This document was prepared by the Security Summit, a partnership of the Internal Revenue Service, state tax
agencies, private-sector tax groups as well as tax professionals. The mission of the Security Summit is to fight
identity theft and tax refund fraud. °

This document is intended to provide sample information and to help tax professionals, particularly smaller
practices, develop a Written Information Security Plan or WISP. It is not an exhaustive discussion of everything
related to WISPs and it is not intended to replace your own research, to create reliance or serve as a
substitute for developing your own plan based upon the specific needs and requirements of your business
or firm. A written information security plan is just one part of what tax professionals need to protect their clients and
themselves. Given the rapidly evolving nature of threats, the Summit also strongly encourages tax professionals to
consult with technical experts to help with security issues and safeguard their systems.

There are many aspects to running a successful business in the tax preparation industry, including reviewing tax
law changes, learning software updates, and managing and training staff. Creating a Written Information Security
Plan or WISP is an often overlooked but critical component. Not only is a WISP essential for your business and a
good business practice, the law requires you to have one. For many tax professionals, knowing where to start when
developing a WISP is difficult. This guide provides multiple considerations necessary to create a security plan to
protect your business, and your clients and comply with the law.
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WISP - Outline

The bare essentials of a Written Information Security Plan are outlined below. Be sure you incorporate all the
required elements in your plan, but scale the comprehensiveness to your firm’s size and type of operation. The
elements in the outline are there to provide your firm a narrower scope of purpose and define the limitations the
document is meant to cover. Therefore, many elements also provide your firm with a level of basic legal protections
in the event of a data breach incident. For a detailed explanation of each section, please review the detailed outline
provided in this document.

I. Define the WISP objectives, purpose, and scope

Il. ldentify responsible individuals

a. Listindividuals who will coordinate the security programs as well as responsible persons.
b. List authorized users at your firm, their data access levels, and responsibilities.

lll. Assess Risks

a. ldentify Risks
= List types of information your office handles
= List potential areas for data loss (internal and external)

= Qutline procedures to monitor and test risks
IV. Inventory Hardware

a. List description and physical location of each item
b. Record types of information stored or processed by each item



%’;@ Additional Resources

A

* Need help? Contact your local Stakeholder Liaison

» Search Stakeholder Liaison in the search box of www.irs.gov
* VisInternal Revenue Service (IRS)
* Pub 5199 Tax Preparer Guide to Identity Theft

* Pub 4524 Security Awareness for Taxpayers

* Pub 4557 Safeguarding Taxpayer Data

* Pub 5708 Creating a Written Information Security Plan for your Tax & Accounting Practice

» Tax practitioners can also find more security tips and scam alerts at IRS.gov: Protect Your Clients; Protect Yourself
* Federal Trade Commission (FTC)

» Data Breach Response: A Guide for Business

https://www.ftc.gov/tips-advice/business-center/quidance/data-breach-response-guide-business

» Start with Security: A Guide for Business

https://www.bulkorder.ftc.gov/system/files/publications/pdf0205-startwithsecurity.pdf

» National Institute of Standards and Technology (NIST) — www.nist.gov/cyberframework

* NIST Small Business Cybersecurity Corner https://www.nist.gov/itl/smallbusinesscyber



http://www.irs.gov/
https://www.ftc.gov/tips-advice/business-center/guidance/data-breach-response-guide-business
https://www.bulkorder.ftc.gov/system/files/publications/pdf0205-startwithsecurity.pdf
http://www.nist.gov/cyberframework
https://www.nist.gov/itl/smallbusinesscyber
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B/

Richard Furlong, Jr.
Senior Stakeholder Liaison

267-941-6343
richard.g.furlong@irs.gov
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