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COVID tax relief: IRS provides broad-based penalty relief for certain
2019 and 2020 returns due to the pandemic; $1.2 billion in penalties
being refunded to 1.6 million taxpayers

1R-2022-155, Aug. 24, 2022

floctod by the GOVID the
By grombl Notico 2022. Eryird pravides pe to most peaple

{l\e cerlam 2019 or 2020 returns late

The IRS is also taking an additional step to help those who paid these penalties already, Nearly 1.6
million taxpayers. will automaticaily receive: mora than $1.2 bilion in refunds of credits. Many of thase
payments will ba completed by the end of Septamber

Besidas providing relief 1o both individuals and businesses impacted by the pandemic, this step is
designed to allow the IRS 1o focus 1S resources on procassing backiogged Tax retuMms and taxpayer
correspondence te help return 10 normal operations for the 2023 filing Season

“Throughout the pandemic. the IRS has worked hard 1o support the nation and provide relied to people in
many different ways.” said IRS Commissioner Chuck Reftig. “The ponaly relef issued today is yet
another way the agency is supporting pecple dufing this unprecedented ime. This penaity relief will be
aulomatic for people or businesses who qualily, there's no need (o call

Tha roliéf applies to the faiure to fils penalty. The penalty is typically assassed al a fate of 5% per month
and up 1o 25% of the unpaid tax when a federal iNcome tax ralurn is filed late. This rekiaf apphes 1o forms.
in both the Form 1040 and 1120 senes. as well as others listad in Notica 2022.36, posted today on

IRS gov,

To qualify for this relief, any eligible income tax retum must be filed on o before Sept. 30, 2022
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W RS Economic Impact Payments
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WIRS Penalty Relief

"Throughout the pandemic, the IRS has
worked hard to support the nation and
provide relief to people in many different
ways. The penalty relief issued today is
yet another way the agency is supporting
people during this unprecedented time.
This penalty relief will be automatic for
people or businesses who qualify; there's
no need to call.”

-IRS Commissioner
. Chuck Rettig




A .
RS Penalty Relief

To help struggling taxpayers affected by the COVID-19 pandemic,
the Internal Revenue Service issued Notice 2022-36. This
provides penalty relief to most people and businesses who file
certain 2019 or 2020 returns late.

« The IRS is also taking an additional step to help those who paid
these penalties already. Nearly 1.6 million taxpayers will
automatically receive refunds or credits. Most of these payments will
be issued by the end of September.

« Penalty relief is automatic. This means that eligible taxpayers do
not need to apply for relief. If already assessed, the penalty will be
abated. If already paid, the taxpayer will receive a credit or refund.

+ To qualify for this relief, any eligible tax return must be filed on
or before September 30, 2022.
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Treasury Inspector General for Tax Administration
(TIGTA):

Major Management and Performance Challenges
Facing the IRS

October 13, 2022

For FY 2023, we have identified the IRS’s
top management and performance
challenges as:

. Improving Taxpayer Service;

. Protecting Taxpayer Data and IRS
Resources;

. Modernizing IRS Operations;
Administering Tax Law Changes;
Increasing Domestic and International Tax
Compliance and Enforcement
Reducing Tax Fraud and Improper

° Payments.

m Inflation Reduction Act
IRS P.L. 117-69 (August 16,2022)

IRS Commissioner
IRS/Treasury Implementation Board —
Policy

‘ 1RA 2022 Transformation & H

IRS Implementation Board —

Advisory Council IT Modernization

IRA 2022 Transformation &
Office

1 1 1 ]
‘ Services ‘ Compliance ‘ Human Capital ‘ Internal & External
hs
GAO & TIGTA

‘ 1RA 2022 Tax Provisions

B fon &
Organization as of August 18, 2022

-IRS Next work and responsible executives will be
integrated
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Tax Gap Estimates
for Tax Years 2014-2016

%mmm
RS Analytics & Statistics

Calculating the Net Tax Gap
Nonfiling
Underreporting
+ Underpayment

- Enforced & Other Late Payments
Net Tax Gap
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English | Espatol

Straegic Plan .
IRS Strategic Plan
Strategic Goals
Understanding the Plan FlscalYoar 26222028
The IRS Strategic Plan is a roadmap to guide IRS
operations and to meet the changing needs and
expectations of our nation's taxpayers and tax
professionals who serve them.
& Download Strategic Plan | (5% @
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Uploading Forms 2848/8821
with electronic signatures

12
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Taxpayer First Act — Section 2302 (2/3)

*  The Provision - The Act requires IRS to
establish uniform standards and procedures for
the acceptance of taxpayers’ electronic
signatures, which are meant to authorize
disclosure to a practitioner or for any power of
attorney granted by a taxpayer to a practitioner.
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TFA Provision 2302

* TFA, Section 2302, states, “Not later than 6
months after the date of the enactment of this
subparagraph, the Secretary shall publish
guidance to establish uniform standards and
procedures for the acceptance of taxpayers’
signatures appearing in electronic form with
respect to any request for disclosure of a
taxpayer’s return or return information under
section 6103(c) to a practitioner or any power of
attorney granted by a taxpayer to a

. Ppractitioner.”
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TFA Provision 2302 — January 2021
Launch Submit Forms 2848 and 8821 Online

* IRS launches “Submit Forms 2848 and 8821
Online,” a special IRS.gov page featuring an
existing IRS secure messaging platform that
allows for document upload. Must verify identity
through Secure Access or use existing Secure
Access username/password.

* Tax pros answer a few questions and check box
that client’s identity was authenticated and then
upload forms to the platform.
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Taxpayer First Act — Section 2302 (3/3)

* The Goal - Lead the implementation of the
Taxpayer Digital Communications (TDC)
solution (to be released in January 2021) to
allow for the submission of digital signatures
on Forms 2848 and 8821 while monitoring the
longer-term Tax Professional Account solution
(first release in July of 2021) to allow for online
authorizations.
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TFA Provision 2302 — cont’d

* On December 3, 2019, IRS published an
overarching e-Signature policy (IRM 10.10.1)
addressing electronic signature policy for all
IRS forms (unless explicitly excluded).

*  Forms 2848 (Power of Attorney) and 8821 (Tax
Information Authorization) not specifically addressed in
IRM as electronic signatures are not currently
accepted on either form.
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TFA Provision 2302 — January 2021- cont’d

* IRS Tax pros would have the option of using
commercial digital signature products to obtain
client e-signatures on Forms 2848/8821.

« Tax pros must follow the “Electronic Signatures”
requirements outlined in the form instructions to verify
the taxpayer’s identity when the taxpayer electronically
signs in a remote transaction.

* Forms can be submitted in either PDF or image
formats such as jpeg or png; only one form may
be uploaded at a time. Forms are routed to CAF
unit for normal processing.

18
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Proposed Process Flow — Submit Forms 2848 and 8821 Online

Submit Forms 2848/8821 Online [January 2021)
® H (P
Y
- I:I."I
Taxpayer ically of i i Tax to
physically signs F2848 Taxpayer's identity; Fractiioner  Submit Forms 2848 and 8521
or F2331 submits to Tax electronically or physically signs Online webpags; accesses

Professional F2248 {no signaturs for FBE21) submission tool via Secure
Access suthentication

'
Signed formform
image added to
repository
Tax Professional uplosds an GAF Unit verifies form
alectronic version of the signed

' infarmation and, if
F2848/2821 into upload tacl, '. =

processable, enters
Which routes the form to the oA Um” . transaction into CAF
GAF Unit for processin =
H . F2848/8521 vz dalabase

repesitory
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TFA Provision 2302 — Summer 2021 (1/3)

Launch Tax Pro Account

* IRS launches new Tax Pro Account, a secure,
self-service online portal giving tax pros
another way to allow clients to sign
authorizations electronically.

* Tax pros access their Tax Pro Account by
passing Secure Access authentication or by
using username/password from existing
account, such as e-Services.

21
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TFA Provision 2302 — Summer 2021 (3/3)

Launch Tax Pro Account

» Wait period for CAF processing is minimized
with most authorizations processing
immediately.

» Tax Pro Account functionality increases over
time.

23
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l@ Office of Online Services

Tax Pro Account

Communications & Liaison
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TFA Provision 2302 — Summer 2021 (2/3)

Launch Tax Pro Account

» Tax pros initiate authorizations within Tax Pro
Account, which interfaces with the online
account for taxpayers. Authorizations routed to
the client’s online account for e-signature.

+ Taxpayer digitally signs authorization forms
within his/her online. account. Authorizations
routed to Centralized Authorization File (CAF)
automatically.

22
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Link from Tax Pros

=/

nmsy;mn

21 Online

Contacts E-Filing
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Landing Page

sy E-Services
[ ——
rr— 4
s [ e

821 Onine

Contacts E-Filing
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y@] Registering to Access the Tax
. IRS Pro Account

To use Tax Pro Account, individuals must create an account and
verify their identity.

Individuals already registered for Secure Access (e.g., Get Transcript, e-Services) can
use the Tax Pro Account to initiate POAs and TIAs

» New users will need to create an account with ID.me

+ To verify your identity with ID.me, you will need a photo ID and a device with a camera

« Frequently asked questions with help links are available right on the sign-in page for
Tax Pro Account & Online Account in case you or your clients have any questions

27 TaxPro Account e

27
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Key Points — cont. 2

e Address validation, must use exact address
IRS has on file (cannot update address)

e Supporting multiple representatives for
POAs and multiple designees for TIAs

29
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y@] Tax Pro Account: Options for
. IRS Submit POAs and TlAs

Mail Forms 2848 and 8821

26 TaxPro Account
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Key Points

o |nitiate, electronically sign, and submit
Power of Attorney (POA) and Tax Information
Authorization (TIA) requests online.

e Must have CAF #, Tax Pro Account cannot be
used to request CAF #

e Supports basic POAs for individual taxpayers
only

28
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Online Account

A self-service tool for individual taxpayers to securely
access their account information.

30



m Additional features are available
IRS how

Now available

Tax Pro Authorizations
Approve and electronically sign
Power of Attorney and Tax
Information Authorization
requests from your tax
professional Opt-out of Paper Notices
Go paperless for certain
correspondence from the IRS.

Manage Notification
Preferences

Request email notifications for
digital notices or payments.

Create a Short-Term
Payment Plan
Certain taxpayers can setup

short term payment plans
within online account

Make a Payment

Pay your balance o estimated
taxes seamlessly within Online
Account

31
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Online Account landing page describes
IRS the features and takes you to sign in

Your Online Account

Retated intormation
Access Tax Records NeedtoPay?

View Your Balance
Make and View Payments.
o N View or Create Payment Plans

View Tax Pro Authorizations
Manage Communication Preferences :

Tax Pro Account

33

Account Home shows key data about
IRS the taxpayer’s account — cont.

In-App
Welcome STACY ELAINE STEEN 2 Notifications
— Taxpayers are

Account Status Notifications e informed of important
« account information

© Your 2021 Tax Retur s Not Processed

[e——
$330.00
Payment Plan (Installment Agreement)

Payments

: -

Tax Pro Account

12/5/2022

How can we help you?

Tax Pro Account

Q carom bt ssem (o)

IRS.gov home page takes you to
IRS Online Account

Access Online Account
_ Taxpayers can access their
" online account from the
IRS gov home page

B v st e B corontuenecns

L0 sertytersntmptoerio
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IRS the taxpayer’s account

Welcome STACY ELAINE STEEN

Account Status

© Your 2021 Tax Recurnis o Processed

Totat Amauns Owed

$330.00 “

Payments

Tax Pro Account

Account Home shows key data about

Balance Due

The home page shows

the total amount owed

Notifications — as of the day you log
- in

Payment Plan (Installment Agreement)

MonthlyPayment Amount Lo

Paymant Dy

34

IRS

Welcome STACY ELAINE STEEN

Account Status

© Your 2021 Tax Recurnis o Processed

Totat Amauns Owed

$330.00

Payments

Tax Pro Account

35

Account Home shows key data about
the taxpayer’s account — cont. 2

Payment Plan
Details
/' Taxpayers who have a
/  payment plan can see
/  the details of their
) plan

Notifications

Payment Plan (Installment Agreement)

MonthlyPayment Amount Lo

Paymant Dy

36
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Your Online Account g’ Get to Know the IRS
IRS IRS.gov/accounts IRS IRS.gov/a-closer-look

Access Your IRS Online Account

welp | News | Engin v | @ Chantesad
Access Tax Records Manage Communications
= View ey data from your most recentl fied tax oo Hom / Quchgay | ACloserLaok
return, including your adjusted gross income. e e o maria oreponsaroe o
+ View payment amounts needed for fiing, inciuding tho RS,
oo Impact Payments and advance CHIATaX et email notfcations o be nformed of new A Closer Look

Gredit paymants.

account information or activ
= View digital copies of cert i

english | spariol
View Your Balance Make and View Payments s —
e i | cosion
* Get a breakdown by tax year. debit/credit card. E
= View five years of payment history,including any Volunteer
estimatod tax payments.
= View any pending o scheduled payments. Tax Statstics
View or Create Payment Plans View Tax Pro Authorizations DoBusiness with the RS '
* Learn about payment plan options. + View any authorization requests from tax pressme——
+ Apply for a new payment plan. professionais.
* View plan details if you have a payment pian. & :::r:;e‘:'n;’tme::;o:::& o i e;::e':;eys [ —— Get to know the IRS, its people and the issues that affect
professional Act taxpayers.

m W @ Understanding your Form 1099-K

IRS

Fo rm 1 099 -K, Payme nt Form 1099-K, Payment Card and Third Party Network Transactions, is

an IRS information return used to report certain payment transactions.

C a rd a n d T h i rd Pa rty e You should receive Form 1099-K from a payment settlement entity by

January 31st if, in the priorcalendar year, you received payment:

N etwo rk Tra n S acti o n S - e Through a payment card transaction, for example, through

debit cards, credit cards, prepaid cards, gift cards, etc.,
Threshold Change andlor
« In settlement of third party network transaction above the
minimum reporting threshold for the provision of goods or
services.

If you received payments from the same payor that include both
payment card and third party network transactions, you should
receive a separate Form 1099-K reporting the gross amount from

each type.
40
40
m Definitions ﬂ Form 1099-K Minimum Reporting Threshold fof
IRS IRS Third Party Payment Network Transactions
Payment settlement entity (PSE) . .
+ Inthe case of a payment card transaction, the bank or other For returns for calendar years prior to 2022:
organization that has the contractual obligation to make payment to + Aggregate amount of payments for goods and services
participating payees in settlement of payment card transactions, and exceeds $20,000, AND
in the case of a third party network transaction, the third party "
settlement organization. » More than 200 such transactions
Third party settlement organization (TPSO)
« Central organization that has the contractual obligation to make For returns for calendar years 2022 forward:
payments to participating payees (such as merchants) of third party .
network transactions. + Aggregate amount of payments for goods and services
Third party network transaction exceeds $600

« Any transaction that is settled through a third party payment network.
Third party payment network is any agreement or arrangement that
provides:

+ Guarantee of payment to the persons providing goods or services
(participating payees) in settlement of transactions with purchasers
pursuant to the agreement or arrangement. Does not include receipt of payments from family or friends for

gifts, shared trips, reimbursements, etc.

» This is determined without regard to the number of
transactions

i 42
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W @ Income Reporting and Recordkeeping
1

e You must report all taxable income you receive on your income tax
return.

e Your business’s books and records should reflect your business
income includingamounts that may be reported on Form 1099-K.

In most cases, your business income will be in the form of:
o Cash
o Checks and Electronic Funds Transfers (EFTs)
o Debit/credit card payments*
o Payments received through third party network transactions*
*Generally reported on Form 1099-K

Form 1099-K is used to report the gross amount of total reportable transactions
for the calendar year without regard to any adjustments for credits, cash
equivalents, discount amounts, fees, refunded amounts, or any other amounts.

43
— —
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Some things to know about crowdfunding and taxes

engish | Espanl | s (i1

Topics I the News Tax Tip 2022-120, August 8,2022

pop . People’s business,forcharity, or

News Releases for gifts.
Multimedia Center

Some money raised through crowdfunding may be considered a gift.

" from gross inmost
s aren'tincluded in i the gif i i i
should know:

Inflation Reduction Act

i " . i . .

Tax Reform i
. i i i ingi hed

gifts. Therefore, they il not be included i i P ;
« However, notall

Taxpayer First Act

. anemployee, inthe
employee's gross income.

TR GaR Taxpayers may want to consulta trusted tax pro for how to treat

crowdfunding campaigns

i) Communications & Liaison
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Tax Professional Data Breaches and
How Tax Pros Can Protect
Themselves

a1

47
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a4

44

]
WIRS IRS.gov resources

Understanding Your 1099-K

Understand Form 1099-K,
Payment Card and Third Party
Network Transactions, and what General frequently asked

you should do if you receive questions on Payment Card and
one. Third Party Network
Transactions.

General FAQs on Payment Card

and Third Party Network
Transactions

Publication 334 Tax Guide for
Small Business (For Individuals
Who Use Schedule C or C-EZ)

About Form 1099-K, Payment

Card and Third Party Network
Transactions

Includes recent updates, related Contains general information
forms, and instructions on how to about the federal tax laws that
file. apply to small business owners.

46
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W ] Objectives
IRS

Identify spear-phishing emails that target tax
professionals

Report tax related spear-phishing scams

Protect yourself from becoming a victim of a phishing
scam and data breach; and

Report a tax professional data breach

48
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Spear-phishing Scams Targeting
Tax Professionals

49
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]
W RS Common Schemes

The most common schemes that target tax professionals are:
spear phishing
ransomware

unauthorized access

51

51

@H IRS-themed Phishing Email
; IRS

Got Started

Custo 12080t

53

53
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W @ Current Data Breach Statistics

The recent Verizon Data Breach Investigations Report (DBIR)
found:

“82% of breaches involved a human element” (e.g.,
Phishing, Misuse, or Error)

Phishing was one of the four main entry points into an
organization

The recent Internet Crime Complaint Center (IC3) report
Phishing/Vishing/Smishing/Pharming was listed as a Top 5
Crime Type reported over the last five (5) years

50

50

¥ Phishing Lifecycle
IRS

A Lure: enticing email content

A Hook: an email-based exploit (e.g., a phishing URL or
malicious attachment)

A Catch: a transaction conducted by an actor following a
successful attempt

52
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W @ Spear Phishing

Targets a specific audience

Appears as a familiar or trusted contact
Fellow tax practitioner
Tax software provider
Potential or current client

The goal is to convince you to open a URL or download an
attachment

54
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f@; Common Spear Phishing Scams

“New client” scam
Account takeover

Business email compromise (BEC) / business email spoofing
(BES) scams

55

f@; “New Client” Scam 2" Email

From: [REMOVED]
To: [TAX PREPARER]

Sent: Wed, May 4, 2022 6:14 am
Subject: Re: Extension Client Intake

Hi [TAX PREPARER],Sorry for the late response, things haven't been
going as planned lately. | won't want to bore you with personal issues. As
for my taxes, | usually don't owe taxes, applied my prior year refund and
also made i d tax pay ts to hion effects of si i like
these.

*[REMOVED]_1040_ScanCopy.pdf
<hxxps://fexample[.Jexample/file//[REMOVED]>*

Above is a secure and SSL excerpted copy of my prior year returns for
your perusal. Kindly review and advise on way forward... | look forward
to talking with you.Regards[REMOVED]

57
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@ﬁ Account Takeover (cont.)
IRS

1 Charesonprots | (8] Taxpro

Latest spearphishing scams target tax professionals

Englih | Espatiol | 7 (B

1R:2022.36, February 16,202

News Releases

News Releases for Frequently
Asked Questions

Multimedia Center puton hold e

Tax Relief in Disaster Situations

saidIRS

59
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¥ “New Client” Scam 15t Email
IRS

From: [REMOVED]

To: [TAX PREPARER]

Sent: Thu, Apr 21, 2022 3:06 pm
Subject: Extension Client Intake
Good Morning,

I am [REMOVED], married, father of three teenage boys and a
business owner. My family and I have lagged behind in filing our
taxes and | am hoping you are not at capacity and willing to take
on a new client? | have all by books and forms in place, don’t owe
taxes and usually make estimated tax payments.

Please write back if you are open to new tax clients and how to
proceed. Regards[REMOVED]

56

]
RS Account Takeover

Account takeovers are often the result of spear phishing
emails that target tax professionals

Account takeovers are a common source of data breaches,
leading to fraudulent tax filings for individuals and for
businesses

58

@% “Account on hold” Phishing Email
IRS

Subject: Action Reauired: Your account is on hold (TXP099497)
From: “IRS.gov" < spoe-essiing.at>
Date: Tho, February.
To

@WIRS

Your account has been put on hold

ALL tax preparers are required to apply a security feature 10 thelr Tax Pro account towards 2021 Tax

ave ot updated you v

It is mandatory that you update your acclount Immediately.

lease clck https:/ /www.irs.gov/pro-service/Updateasp to update your account now.

Failure to update your account within the next 48hours will lad to your account being terminated and be.
barred from fling tax returns claims for 2021 tax season. Your access wil be restored once you have.
pdated your details.

Sincerely,
5.gov eServices.

60
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W f@; “Account on hold” Phishing Website

GRS -

Please select your software below to get started

DrakeSoftware 7 OLTero 'L:;‘:gm
infurt infuit
ProComnect'Tax  ProSeries Tax W ‘@Ia_xPro
-
& i nossonser: TAXWARE
RIGHTWAY O T&XProAlliance VA

uTa TAXNISI®N @ TaxSlayer

61
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W ﬁm BEC versus BES
; IRS

Business email compromise (BEC)

Hijacking an email account or an email server to intercept
business transactions and redirect payments

Business email spoofing (BES)

Sending spoofed email from an external account pretending to
be a company executive authorizing an irregular payment
transaction

[Source: Dell SecureWorks]

63
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¥ BEC/BES Direct Deposit
: IRS

From: [REMOVED] ceo.mail0110@gmail.com
Sent: Thursday, May 19, 2022, 3:45 PM

To: [REMOVED]

Subject: REQUEST!!!!

Hello [REMOVED],

| want you to update my new banking infori before the next payroll

is completed. What details will you need?

Regards
[REMOVED]

65
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infuit
ProConnect™ Tax

User D
Enter Software User ID.

Passwora

T

62
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A ]
W RS BEC/BES variants

Direct Deposit
Employment
Fake Invoice
Gift Card
Title/Escrow
Wire transfer
w2

64

64

¥ BEC/BES Gift Card (Tax preparer
IRS EAC)

From: [TAX PREPARER]
Subject: Help & Favor !!! [TAX PREPARER]
Date: August 16, 2018 at 1:24:05 PM CDT

How are you? | need a favor from you.

I need to get an iTunes gift card for my Niece, Its her birthday but i
can't do this now because I'm currently traveling.Can you get it
from any store around you? I'll pay back as soon as i am back.
Kindly let me know if you can handle this.

[TAX PREPARER]

66
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A BEC/BES W2
: IRS
From: [REMOVED]
Date: Fri, Feb 11, 2022 at 8:19 AM
Subject: W2 review

To: [REMOVED]

[REMOVED]
Kindly send me the W-2’s, copies and earning summaries for all

employees 2021 for a quick review. It should be sent in PDF
format

Thanks [REMOVED]

67
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@H Unauthorized Access
; IRS

p— cE
I Y
S

(@ )]
o] -
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W RS Signs of Client Data Theft

Client e-filed returns begin to reject

Clients who haven’t filed tax returns begin to
receive authentication letters (5071C, 4883C,
5747C) from the IRS

Clients who haven'’t filed tax returns receive
refunds

7
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Ransomware

@ Deploy the “Security Six”
IRS Protections

1. Anti-virus software

2. Firewalls

3. Two-factor authentication

4. Backup software/services

5. Drive encryption

6. Virtual Private Network (VPN)

70
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W @ Signs of Client Data Theft — cont.

Clients/Practitioners receive tax transcripts
that they did not request

Clients who created an IRS Online Services
account are notified that their account was
accessed or disabled

Another variation: Clients receive notice that
an account was created in their names

72

71
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m Reporting
IRS

IRS, Treasury and/or tax-related phishing scams:
Please send full email headers to phishing@irs.gov

If you click on a nefarious link, download a document,
etc.: Contact Your Tax Software Provider

Tax preparers who experienced a data breach:

Contact Stakeholder Liaison (SL): (www.irs.gov
search “Stakeholder Liaison”)

TIGTA.gov
FTC.gov or IdentityTheft.gov

73

m Resources
IRS

IRS.gov websites:

www.irs.gov/newsroom/irs2goapp

www.irs.gov/ProtectYourClients

www.irs.qgov/identity-theft-central

www.irs.gov/securitysummit
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Creating a Written Information Security Plan (WISP) for your

Tax & Accounting Practice

“This document was prepared by the Security Summit, a partnership of the Intemal Revenua Servica, state tax
agancies, privale-secior tax groups as woll as ax professionals. The mission of the Security Summit is to fight
dentity theft and tax refund fraud. *

This document is intendad to provids sample infarmation and to help tax professionals, particularly smaller
practices, develop a Written Infarmation Security Plan or WISP. it is nat an exhaustive discussion of sverything
rolated to WISPs and it is not intended to replace your own research, i serve as &
subsiitute for developing your own plan based upon the specific needs and requirements of your business

or firm. A written information security plan is just one part of what tax professionals need to protect thair clients and
themsalves. Given the rapidly evolving natura of thraats, the Summit alsa strangly encourages tax professicnals ta
‘consult with technical sxparts 1o help with security issues and safeguard their systams.

‘There are many aspects ta running a sucoessful business in the tax praparation industry, including reviewing tax
law changes, ipdatos, and g stalf. Crealing a Written Information Sacurity
Plan or WISP is an ofien overiooked but crilical companant. Nat aniy is @ WISP essential for your business and a
good business practice, the law requires you to have one. For many tax professionals, knowing where {o start when
developing a WISP is difficult. This guide provides multiple considesations necessary to create a security plan to
protact your business. and your clients and comply with the law

12/5/2022

m Protect Your Business
IRS

Publication 4557 (Safeguarding Taxpayer Data)
at IRS.gov

Small Business Information Security — The
Fundamentals at NIST.gov

Subscribe to e-News for Tax Professionals
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Creating a Written Information Security Plan
for your Tax & Accounting Practice

IRS Publication 5708
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WISP - Outline

The bare esseniiais of a Written Information Security P! tlined below. Be sure you
required elements in your plan, bul scale the comprehensiveness to your firm's siza and type of aparation. The
lemonts in the aulling arg there o provide your firm a narrower scops of purpose and define the limitations the
documentis Tharefore, s provide your firm with a protections
inthe event of a data For of . pleas

provided in this document

I Define the WISP objectives, purpose, and scope

il.  Identify responsible individuals
a. Listindividuals who will coordinata the securily pregrams as well as responsible persons.
b, Listauthorized users at your firm, their daia access levels, and responsibilites

il Assess Risks

a. Identify Risks
= List types of information your office handies
. L for

= Outline procedures ta monitor and test isks
IV. Inventory Hardware
a. Listdescription and physical location of each ftem
b. Record types of information stored of processed by each item

78
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g’ Wage and Investment
IRS Identity Protection Strategy and Oversight

The Identity Protection PIN (IP PIN)

Proactively protect your federal tax account
from identity theft.

79

Who can participate in the IP PIN
IRS Program?

* Anyone who has a Social Security number (SSN)
or Individual Taxpayer Identification Number
(ITIN) and can verify his/her identity is eligible to
enroll into the IP PIN program (Voluntary
Enroliment)

* Victims of federal tax related identity theft are
automatically enrolled into the IP PIN program
(Automatic Enroliment)

81

Get An Identity Protection PIN (IP
IRS PIN) Online Application

Fastest and most secure way to enroll into the program

IP PIN is displayed online after verification, and it can be retrieved
at anytime by logging back into the application

Located on IRS.gov at www.irs.gov/ippin

The IP PIN online application is generally available starting in mid-
January through mid-November

Taxpayers who have an existing IRS Online Account may be able to
use their log in information to access the Get An IP PIN Application

Some taxpayers with an existing IRS Online Account may have to
revalidate their identity through a Credentialling Service Provider

Taxpayers without an existing IRS Online Account will have to
validate their identity through a Credentialling Service Provider

83

% whati ?
RS What is the IP PIN?

An Identity Protection PIN (IP PIN), is a six-digit number that
prevents someone else from filing a tax return using your Social
Security number or Individual Taxpayer Identification Number

The IP PIN helps the IRS to verify your identity when you file your
electronic or paper tax return

Even though you may not have a filing requirement, an IP PIN still
protects your account from fraudulent filings

An electronically filed return filed without your IP PIN, or an incorrect
IP PIN, will reject, including your return and any fraudulent returns
using your Social Security Number.

« Any paper returns filed without your correct IP PIN will undergo
additional scrutiny and any fraudulent returns will be removed from
your account. If the return verifies to be yours, we will continue to
process it.

80

How can a taxpayer voluntarily
IRS enroll into the IP PIN Program?

Get An Identity Protection PIN (IP PIN) Online Application
« Fastest and most secure method to enroll
« Protection begins right after enrollment
« IP PIN is immediately available for filing

Form 15227, Application for an IP PIN
« For taxpayers who cannot verify their identity through the Online
Application
« Process can take up to 180 days to complete enroliment
« Taxpayer must include a telephone number for call back verification
« Limited to taxpayers under a certain adjusted gross income level

In-Person Meeting at a local Taxpayer Assistance Office (TAC)

« For taxpayers who cannot verify their identity through the Online
Application or the Form 15227 process or are ineligible to file a Form
15227

» Appointments may be limited due to availability

82

m Form 15227, Application for an IP
IRS PIN

Form 15227 was designed for taxpayers who cannot verify
their identity through the Online Application and meet certain
conditions:

+ Adjusted Gross Income (AGI) on last filed return is below:
« $73,000 for Individuals
» $146,000 for Married Filing Joint
« Access to a telephone
« The telephone number provided will be used to call you and
validate your identity

Processing Form 15227

« Acompleted Form 15227 can be mailed or faxed into the IRS

+ Acall to validate your identity may take up to 180 days to occur

» Once your identity is verified you will receive a notice by mail
containing your IP PIN within 4 to 6 weeks

84
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m In-Person Meeting at a local Taxpayer Assistance Office, (TAC)

In-Person Meeting at the TAC is for taxpayers who:
« Cannot verify their identity online or
« Cannot verify their identity with the Form 15227 process or
« Are ineligible to file Form 15227

Taxpayers must make an appointment for an in-person meeting at
alocal TAC (Call 844-545-5640)
Note : Appointments may be limited due to availability.

Taxpayers must bring the following to verify their identity:
« One current government-issued picture identification
document and
« Another identification document

Once your identity is verified you will receive a notice by mail
containing your IP PIN within 4 to 6 weeks

85

fts’y; How to use the IP PIN when filing

E-filed Return

Your tax software or practitioner will tell you where to enter the IP PIN. If you
can't find where to enter your IP PIN, search within your software for Identity
Protection PIN or IP PIN or contact the software provider's help desk

Each taxpayer claimed on a tax return who receives an IP PIN must have
their IP PIN(s) entered on the tax return. This includes the IP PIN of any
dependent(s) included in the tax return

If a dependent has an IP PIN, it must be entered on the 'Form 1040 series'
as well as 'Form 2441' and 'Schedule Earned Income Tax Credit’

Paper Return
« Enter your IP PIN(s) as applicable in the boxes marked "ldentity Protection
PIN" in signature area of the tax return

« Each taxpayer who has an IP PIN must enter it on their tax return
» You don't need to enter an IP PIN for your dependent(s) when filing a paper

tax return
87

87

m Important Reminders about the IP
IRS PIN

IP PIN protects your federal tax account from Identity Theft

An IP PIN is valid for one calendar year, each year a new IP PIN
is generated for your account

An IP PIN must be used when filing any federal tax returns during
the year including prior year returns

Never share your IP PIN with anyone other than your tax
preparer at the time of filing

If unable to enroll online there are alternatives
« Form 15227, Application for an IP PIN
« In-Person Meeting at a local Taxpayer Assistance Office,
(TAC)

IP PIN participants must keep their address current including
dependents
« By filing Form 8822, Change of Address

89
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How does a Taxpayer receive their
IRS IP PIN?

« Each December, new IP PINs are generated for the upcoming filing season for current
enrollees

CP 01A notices containing the new IP PIN are mailed from mid-December to mid-
January

« The following taxpayers will receive a CP 01A notice each year:
« Form 15227 applicants
+ In-person TAC applicants
« Identity theft victims who did not enroll online after January 2019
« (Ifavalid address cannot be confirmed then the CP 01A notice is
suppressed)*
« Taxpayers who enrolled online prior to January 2019

« Taxpayers who enrolled voluntarily online after January 2019, must log back into the
Get an IP PIN application to retrieve their current IP PIN (These taxpayers will not
receive a CP 01A notice)

+ The Getan IP PIN application is available from late January to mid-November

*Many of these taxpayers may not know they have an IP PIN until they attempt to
electronically file a return and it's rejected.

86

What if a Taxpayer Lost or Doesn’t
IRS Receive an IP PIN Notice?
Taxpayers may receive their current year IP PIN by:
* Accessing the Get An IP PIN Application (Fastest Method)
« Retrieve their IP PIN by logging into their account on IRS.gov

« If the taxpayer does not have an account, they can create an
account and retrieve their IP PIN

Calling the IRS help line at 800-908-4490

» Taxpayer will need to verify their identity and current mailing
address

« After verification is completed, a 4869C notice containing their
IP PIN will be mailed to the taxpayer within 21 days

Note: If the taxpayer cannot obtain their IP PIN through either option,
then the best alternative is to file a paper return without their IP PIN.

88

IP PIN Issues when filing
IRS electronically

< IP PIN was not entered, entered incorrectly or a prior
year IP PIN was entered

< IP PIN is entered under the wrong
taxpayer/dependent

« Not using or incorrectly using your IP PIN when
electronically filing will cause your return to reject

90
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ﬁ) Get An Identity Protection PIN (IP PIN)
IRS IRS.gov/ippin

Get An Identity Protection PIN (IP PIN)

MEEAOMN

ndividual
An Identity Protection PIN helps you lock
your tax account from identity thieves

www.irs.gov/ippin

Getanldentty "4 Help your loved ones
Protection PN YouTube ﬁ stay safe and secure.
S | Tell them about the
/|  IPPIN program as a

¥ proactive way to

protect themselves

from tax-related
identity theft.

5 Y i
ZHIRS Www.irs.gov/ippin
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]

IRS

Employer Identification Numbers

93

m EIN Application

ss_4 Application for Employer Identification Numk OMB No. 1545-0003
Form (For use by employers, corporations, partnerships, trusts, estates, churches, BN
(Rev. December 2019) 'government agencies, Indian tribal entities, certain individuals, and others.)

» Go to wwwi for ions and the latest i
Department of the Treasur
pepartment of herr=2=] b See separate instructions for each line. P Keep a copy for your records,

T Logal name of entity (or indidual) for whom the EIN s being requested
2 Trade name of business (f different from name on fine 1) | 3 Executor, administrator, trustee, “care of” name
4a Mailing address (room, apt., sute no. and street, or P.O. box)| 5a _Street address i different) (Don't enter a P.O. box)

City, state, and ZIP code (if foreign, see instructions) 5b  Gity, state, and ZIP code (f foreign, see instructions)

& County and state where principal business s located

Type or print clearly.
=
&

7a  Name of responsible party [7b SN, ITIN, or EIN I

12/5/2022
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Where’s My Refund

New feature allows taxpayers to check on the
refund status of their current tax year and the
two previous years.

Go to IRS.gov/refunds for more information.

92
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m EIN Application Assistant
IRS

Help | Apply for New EIN | Exit

W IRS gov

EIN Assistant

Important Information Before You Begin

Use this assistant to apply for and obtain an Employer Identification Number (EIN).
Do | need an EIN? =
Do | nead’a new il For help or additional information on any topic,
— click the underiined key words, or view Help
Topics on the right side of the screen. Make
About the EIN Assistant sure that pop-ups are allowed from this site.

+ You must complete this application in one session, as you will not be able to save and retur at a later time.
« For securlty purposes, your session will expire after 15 minutes of inactivity, and you will need to start over.
+ You will receive your EIN immediately upon verification. When will | be able to use my EIN?

« If you wish to receive your confirmation letter online, we strongly recommended that you install Adobe Reader before beginning the
application Ifitis not already installed.

(Pae 207)
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@ Sole Proprietorship

A sole proprietorship will need a new EIN if any of the
following are true:

* You file bankruptcy under Chapter 7 (liquidation) or
Chapter 11 (reorganization)of the Bankruptcy Code

* You incorporate

* You are a sole proprietor and take in partners and operate
as a partnership

« You are establishing a pension, profit sharing, or
retirement plan




Corporations

7/

A corporation will need a new EIN if any of the following are
true:

* You are a subsidiary of a corporation and currently use
the parent’s corporate EIN

* You become a subsidiary of a corporation

* The corporation becomes a partnership or a sole
proprietorship

* You create a new corporation after a statutory merger

* You receive a new corporate charter

Lost or Misplaced EIN

7/

Lost or Misplaced Your EIN?

* Find the computer-generated notice that was issued by
the IRS when you applied for your EIN. This notice is
issued as a confirmation of your application for, and
receipt of an EIN

« Ask the IRS to search for your EIN by calling the
Business & Specialty Tax Line at 800-829-4933. The hours
of operation are 7:00 a.m. - 7:00 p.m. local time, Monday
through Friday

99

W RS Masked Transcripts

Last four digits of any SSN: XXX-XX-1234
Last four digits of any EIN: XX-XXX4321

Last four digits of any account or telephone number

First four characters of the first and last name for any individual
(first three characters if the name has only four letters)

First four characters of any name on the business name line
(first three characters if the name has only four letters)

.

First six characters of the street address, including spaces

.

All money amounts, including wage and income, balance due,
interest and penalties

12/5/2022

Partnerships

7/

A partnership will need a new EIN if any of the following are
true:

* You incorporate

* One partner takes over and operates as a sole
proprietorship

* The partnership is terminated (no part of any business,
financial operation, or venture of the partnership
continues to be carried on by any of its partners in a
partnership) and a new partnership is begun

7/

Tax Transcripts

100

IRS Transcripts

7/

Transcript Types:
« Tax Return Transcript
« Tax Account Transcript
« Record of Account Transcript

« Wage and Income Transcript

17



m Tax Return Transcript
IRS

« Shows most line items including adjusted gross income
(AGI) from original tax return (Form 1040 series) as filed,
along with any forms and schedules

« Doesn’t show changes made after original return was
filed

« Available for the current tax year and returns processed
during the prior three years

103
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IRS Taxpayer Experience Office
105

Community
Ken Corbin Engagement
Chief Taxpayer Experience Officer Office

Chief of Staff
Putting taxpayers first in everything we do.

Operations
Creating a positive experience while helping \ Liaison Office
taxpayers understand and meet their tax \
responsibilities. We do this by providing the
services taxpayers deserve while fostering a Portfolio

culture where the focus is on the entire
experience and identifying opportunities for
continuous development.

Management
office

Taxpayer Experience Office At-a-Glance

107
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@ Tax Return Transcript Cont.
IRS

+ Usually meets the needs of lending institutions offering
mortgages and student loans

« Applies to Individual taxpayers and Business Entity
taxpayers

« BMF transcripts are limited to Forms 1065, 1120, 1120-H,
1120-L and 1120-S
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]
RS Background

« Taxpavyer First Act Report to Congress

+ Executive Order (EO) 14058, Transforming Federal Customer Experience

and Service Delivery To Rebuild Trust in Government

« President's Management Agenda (PMA) Priority 2. Delivering Excellent
Eauitable, and Secure Federal Services and Customer Experience.

+ OMB Circular A-11 Part 6 Section 280, Designated High Impact Service
Providers (HISP

The IRS Taxpayer

Experience Off%,ce \"/%

is committed to Mgy, —~ B

better connect 17 Ll

with our diverse ?\“‘ §/
=

taxpayer base.

?’éz;WRS irs.gov
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@ Taxpayer Experience Strategy

The Taxpayer Experience Strategy focuses on creating a
proactive, convenient, seamless, personalized and
effective interaction for taxpayers.

Focus areas

« Expanded Digital Services

« Seamless Experience

*  Proactive Outreach and Education

«  Community of Partners

« Focused Strategies for Reaching Underserved Communities

« Enterprise Data Management and Advanced Analytics

108
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RS Expanded Digital Services

Expand Digital Services

J.P. is a tax professional. They log onto
their tax pro Fortal where they have
access to self-services that help them
better manage their clients’ accounts.
hese services include account updates,
secure two-way messaging and notice
delivery, full interaction history, issue
status, refund tracking, expanded digital
payment options, document upload and
more. They can also submit proper
authorizations, get client approvals
digitally, and receive messaﬁes_
directly from the IRS through this
interface.

109
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Successes of the Taxpayer
IRS Experience Strategy (TXS)

Taxpayer Experience Strategy Advancement

Planning is still underway to successfully implement the TXS, and the IRS has already made considerable progress
across various focus areas and capabilities.

2-8

Advance Child Tax
Credits

Multilingual Economic Impact
Initiative (MLI) Payments (EIP)

Callback
Expansion

Expanded Outreach

Supported the American
Rescue Plan by
expanding on existing
child tax credit allowing
taxpayers 0 opt-out,

Transiated F1040 n Spanish, Successfully gave
expanded bilty to
monitor the status of EIPs
and enter bank
information through the
Get My Payment tool,
which was launched on
IRS.gov just three weeks
after the enactment of the
provided o Mulsingual CARES Act

InFY 2022, customer
16 applications to 30,
meaning over 70% of our
toll-free demand is
eligible for customer
callback. Weplan to
continue expanding with a
goal of 95% eligible for
callback by FY 2024

Established special
Saturday Taxpayer
Experience Days in

several key locations to

nterpreter service, developed

‘expand availability of in-
person assistance.

update qualifying
children, link bank
account, and change

Rolatod Capabilos:
-+ Advance Child Tax Credit
+ Change Account Related Capabilies Related Capabiies: Rolatod Capabiltos:

Information - MoltLingual Stategy + Taxpayer View History + Expand Automalod Calback

Related Capabiles
- Underserved Stategy
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Tax Products Available for Limited
IRS English Proficiency Taxpayers in TY21

Publication 17 is now available in:
» Chinese (Simplified)
» Chinese (Traditional)
« Korean
* Russian
* Spanish
« Vietnamese

113
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Community of Partners:
IRS Tax Professionals

Community of Partners

Ji
David is a tax attorney. He's at (" O
the IRS to participate’in a monthly [l
roundtable where the IRS and

Panners openly collaborate and share
axpayer concérns that have been

gathered from listening sessions and
interactions with taxpayers. He, other

tax professionals and advocacy group
representatives discuss a new program that
the IRS is proposing to implement for
international taxpayers. David feels .
empowered to have a platform to share his
perspective and that of the taxpayers he
represents.
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]u

Access key IRS

information in
multiple languages at
www.irs.gov/mylanguage
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Successes of the Taxpayer Experience
IRS Strategy (TXS) — continued

Taxpayer Experience Strategy Advancement

Planning is still underway to successfully implement the TXS, and the IRS has already made considerable progress
across various focus areas and capabilites.

Tax Pro eSignature Enhanced Digital
Account Communications

Expanded Forms
Partnerships Modernization

Launched a feature
allowing taxpayers to

Enhanced digital
communications with

Expanded partnerships Enabled the digital
with multiple federal submission of forms 2848

Provided Tax
and

digitally control who can - onalsand online for agencies to send EIP Power of Attorney, Form
represent them with axpayars the abllity to taxpayers and their payments to groups 8821 Tax Information
Power of Attoey or view | | SUbmit Power of Atiomey authorized iring them to

Di
and Tax Information file a return or take any Form 911 Request for

other action. Taxpayer Advocate
Service Assistance, and
Form 3949-A Information
Referral

their tax records with a
Tax Information e
Authorization. Released o designated IRS revenue
in July 2021 ‘agents and tax
‘examiners.

representatives to

Relatod Capabiltos: Relatod Capabils.
" Tax Professional Oniine + Digtal Signatures
Account

Related Capabiles:
+ Securo Two-Way Messaging

Related Capabiles: Related Capabiles:
+ Data Sharing Opportunites - Digialize AllTax Forms
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Iyls’y; IRS Online Account

View Your Balance

www.irs.gov/account

15

115

Registering to Access the Tax
IRS Pro Account

To use Tax Pro Account, individuals must create an account and
verify their identity.

« Individuals already registered for Secure Access (e.g., Get Transcript, e-Services) can
use the Tax Pro Account to initiate POAs and TIAs

» New users will need to create an account with ID.me

To verify your identity with ID.me, you will need a photo ID and a device with a camera

Frequently asked questions with help links are available right on the sign-in page for

Tax Pro Account & Online Account in case you or your clients have any questions

Signinwith an existing account.

Frequensy Asked Questions
®) How dovertymy smtty?
P Ti——
@) wnsciiomer

117 Tax Pro Account e

117

IRS2Go Mobile App
IRS IRS.govlirs2go

IRS2Go is the official mobile app of the IRS

Checkyourrefund tatus, make apayment, nd more!

S26ois avalable n bothEngshand S,

Download IRS2Go for your mobile device

P> Google Play

IRS2Go offers many features

12/5/2022

IRS Tax Pro Account: Options to
IRS Submit POAs and TIAs

vy | v | oy

of Attorney and Tax Information Authorizations

Submit Power

Enrotedngents
v v st Bt

Use Tax Pro Account Submit Forms Online

Certifd rotesionat Employer
Organization (C7EO)

Enrolied Actusies

e providers

Wodernined -file
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IRS Services Guide

el fo Individus Taxpayers

hitps://www.irs.gov/publirs-pdf/p5136.pdf
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Richard Furlong, Jr.
Senior Stakeholder Liaison
267-941-6343
richard.g.furlong@irs.gov
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